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Disclaimer

• The informations on these slides should only be used for educational 
purposes. 

• Any other use of the informations contained in these slides is prohibited. 

• The author assumes no responsibility.

!
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IoT

• "The Internet of Things envisions a self-configuring, adaptive, complex network that 
interconnects things to the internet through the use of standard communication protocols.  

• The interconnected things have physical or virtual representation in the digital world, 
sensing/actuation capability, a programmability feature, and are uniquely identifiable.  

• The representation contains information including the thing's identity, status, location, or any 
other business, social or privately relevant information. 

• The things offer services, with or without human intervention, through the exploitation of 
unique identification, data capture and communication, and actuation capability.  

• The service is exploited through the use of intelligent interfaces and is made available 
anywhere, anytime, and for anything taking security into consideration."
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IoT - Security

IoT: Internet of Things 

The S of IoT means Security
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A complex ecosystem

• Diversity and architectural heterogeneity. 

• Sensor systems and Internet connection. 

• As security practitioners, we must be able to understand the value of 
these services and ensure that they are kept available and secure.
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Cps vs IoT

• We can define Cyber-Physical Systems (CPS) as those closed systems 
that with their architectures, actuators, meters and everything else manage a 
process in an "industrial" way. 

• It is a subset of IoT. 

• The substantial difference with the world of IoT is that cps are closed systems 
that have no connection to the Internet. 

• IoT, by definition, requires an Internet connection in order to provide its service.
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IoT classification

• Smart living environment for aging well. 

• Smart farming and food security. 

• Wearables. 

• Smart cities. 

• Smart mobility. 

• Smart water management. 

• Smart manufacturing. 

• Smart energy. 

• Smart buildings and architectures.
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IoT ecosystem

A heterogeneous world !!!
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Seven Layer - IoT ecosystem

• We can use these seven levels to explore the composition of the IoT Ecosystem: 

• Physical devices and controllers.  

• Connectivity.  

• Edge computing.  

• Data accumulation.  

• Data abstraction.  

• Application.  

• Collaboration and processing.
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Physical Device 

• IoT devices often use a real-time operating system (RTOS) for process and 
memory management, as well as utility services that support messaging and 
other communications.  

• The selection of each RTOS is based on the necessary performance, safety 
and functional requirements of the product.
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Operating System
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Memories

• Configuration and storing of the secure parameters is a very critical point. 

• Configuration settings that are applied to an operating system are often lost to the 
power cycle without battery-powered RAM or other persistent memory. In many 
cases, a configuration file is kept in persistent memory to provide the various 
networks and other settings necessary to allow the device to perform its functions 
and communicate with the outside world. 

• It is very important to manage the root password, the other account passwords and 
the cryptographic keys stored on the devices when the device is turned off and on 
again.  

• Each of these problems has one or more security implications.
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Connectivity: Transport Protocol

• IoT use of Tcp and Udp. 

• While tcp is used for Rest or for MQTT, the real protagonist is udp. 

• DTLS (udp) is used to guarantee privacy and security. 

• What are DTLS and MQTT?
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Connectivity: Network Protocol

• IPv4 and IPv6 both play a role at various points within many IoT systems. 

• IPv6 over Low Power Wireless Personal Area Networks (6LoWPAN) support 
the use of IPv6 in the network-constrained environments that many IoT 
devices operate within. 

• 6LoWan has been designed to support wireless internet connectivity at lower 
data rates for devices with very limited form factor.
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Com. Protocol

17

mailto:talk@augiero.it


Threats, Vulnerability and Risks

© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Vulnerabilità, attacchi e contromisure nel mondo IoT

mailto:talk@augiero.it


© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Essential security components

• Confidentiality: keep sensitive information secret and protected from disclosure. 

• Integrity: ensuring that information is not changed, accidentally or intentionally, 
without being detected. 

• Authentication: ensure that the source of the data comes from a known identity 
or endpoint. 

• Non-repudiation: ensuring that an individual or a system cannot later deny 
having performed an action. 

• Availability: ensure that information and capabilities are available when needed.

19

mailto:talk@augiero.it


© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Threats  

• IoT threats include all threats related to the management and manipulation of 
information to management, application, sensor and control data sent to and 
from IoT devices. 

• IoT devices are subject to the same physical security, hardware, software 
quality, environment, supply chain and many other threats common to security 
sectors. 

• In addition, IoT devices are subject to threats of physical reliability and 
resilience or to the degradation of the computing platform.

20

mailto:talk@augiero.it


© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Vulnerability

• Vulnerability is the term we use to identify a weakness in the design, 
integration or operation of a system or device. 

• Vulnerabilities are always present and countless new ones are discovered 
every day. Many online databases and web portals now provide us with 
automatic updates on newly discovered vulnerabilities. 

• Vulnerabilities are shortcomings.
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Threat actor
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Vulnerability

Attack

Compromise

Planning

Execution
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The exploit potential
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Risks vs Vulnerabilities

• Risk exposure is the measure of potential future loss resulting from a specific 
activity or event. 

• It is different from vulnerability, because it depends on the probability of a 
particular event, attack or condition and has a strong connection with the 
motivations of an attacker. 

• Vulnerability does not directly invoke impact or probability, but it is innate 
weakness itself. It can be easy or difficult to exploit or cause a small or large 
loss when it is exploited. 

• Not all vulnerabilities will be known in advance. We call them zero-day.
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Risk management

• Risk can be managed through threat modeling, which allows you to ascertain 
the following: 

• Impact and overall cost of a compromise. 

• How valuable the target can be for attackers. 

• Predicted skills and motivations of the attackers (based on the threat model). 

• Preliminary knowledge of a system or device vulnerabilities (for example, 
those identified in public notices, discovered during threat modeling and 
penetration tests).
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Residual risk

• Since mitigation of security controls is never perfect, we still have a small 
residual amount of risk, generally called “residual risk”.  

• Residual risk is often accepted as it is or offset by the application of other risk 
compensation mechanisms, such as insurance.
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Types of attacks on IoT devices
• There are many types of attacks but the most significant for the IOT world are:  

• Wired and wireless scanning and mapping attacks.  

• Protocol attacks.  

• Eavesdropping attacks (loss of confidentiality). 

• Cryptographic algorithm and key management attacks.  

• Spoofing and masquerading (authentication attacks).  

• Operating system and application integrity attacks.  

• Denial of service and jamming.  

• Physical security attacks (for example, tampering and interface exposures).  

• Access control attacks (privilege escalation).
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Ransomware 

• We can translate the concept of Ransomware into the IoT world. 

• Imagine that ransom attacks are being carried out on physical infrastructure or 
medical equipment. 

• Examples: 

• A pacemaker that gives short non-lethal shocks. 

• A car that can't get out because the garage doors don't open. 

• Front door that opens when we are on vacation.
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Attack campaigns

• For how many attacks we can define or imagine, in reality the number of types of 
attacks is always greater and often the attacks are customized for the target to be 
hit. 

• Generally only one type of attack is ever used. 

• An attack is the set of a campaign of sub-attacks grouped in sequence or other 
activities, each carefully chosen by a variety of intelligence methods (human social 
engineering, profiling, scanning, Internet research, and familiarity with the system). 

• Each activity designed to achieve its immediate goal has a certain level of difficulty, 
cost and probability of success.
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Attack surface

• Attack surface refer to the many ways in which a device can be compromised via an input 
source. 

• This input source can take place via hardware, via software or wirelessly. 

• In general, the greater the attack surface contained in a device, the greater the probability 
of a compromise. 

• Attack surfaces are entry points into IoT device. 

• Each attack surface discovered will have an associated risk, probability, and impact. 

• Attack surfaces are threats that have the potential to adversely affect a device to perform 
unwanted actions. 
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Threats modeling

• To find out each attack surface, theoretical use cases must be considered 
before the test takes place or before the software is written. 

• This exercise is known as threat modeling. 

• There are different threat classification systems, depending on the sector; 
however, the most common are DREAD and the Common Vulnerability 
Scoring System (CVSS).
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DREAD

• A threat classification system must be able to quantify the following risk 
variables: 

• Potential: how great is the damage if exploited? 

• Reproducibility: how easy is it to reproduce the attack? 

• Ease of attack: how easy is it to exploit the attack? 

• Users affected: how many users are exposed to risk? 

• Detectability: How easy is it to find vulnerability?
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IoT
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How can I attack a system?

35



Just Thinking Outside The Box
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Device
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Screws
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Firmware 

• Firmware is the control center of IoT devices, which is why we may want to 
start analyzing its contents before other pieces of device components. 

• Depending on the production sector of IoT device, obtaining a firmware image 
and disassembling its contents can be trivial.
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Informations offered by the firmware
• By analyzing the firmware we can obtain: 

• Passwords.  

• API tokens.  

• API endpoints (URLs).  

• Vulnerable services.  

• Backdoor accounts.  

• Configuration files.  

• Source code.  

• Private keys.  

• How data is stored.
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Glitch

• What do we do on the serial we have no console? 

• Glitch is a way of causing failures in the system you are working on. 

• Example (NAND glitching): 

• To access the bootloader, one of the I/O pins of our device's NAND flash is short-circuited on a 
GND pin. Note that this short circuit must be done at the moment the bootloader has started 
and the kernel is about to boot. 

• Once the boot procedure has been interrupted, it will be possible to start the system in single 
mode, thus bypassing the authentication system. 

• However, you can also use power and voltage glitching techniques to perform things such as 
bypassing crypto and more.
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Bruce Schneier

• Cryptography is harder than it looks: 

• Primarily because it looks like math… 

• Complexity is the worst enemy of security: 

• The more complex a system is, the more lines of code, interactions with 
other systems, configuration options, and vulnerabilities there are.
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Owasp
• The Open Web Application Security Project (OWASP) is an online community that 

produces freely-available articles, methodologies, documentation, tools, and 
technologies in the field of web application security. 

• The OWASP Foundation, a non-profit organization (in the USA) established in 2004, 
supports the OWASP infrastructure and projects. Since 2011, OWASP is also registered 
as a non-profit organization in Belgium under the name of OWASP Europe VZW. 

• Owasp offers: 

• Tools and Resources  

• Community and Networking  

• Education & Training
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Web App Security Testing

• The right methodology must be defined to carry out the correct search for 
software vulnerabilities. 

• The identical techniques used for a penetration test can help us analyze an IoT 
product.
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Owasp methodologies
• Introduction and objectives.  

• Information gathering. 

• Configuration and deployment management testing.  

• Identity management testing.  

• Authentication testing.  

• Authorization testing.  

• Session management testing.  

• Input validation testing.  

• Error handling.  

• Cryptography.  

• Business logic testing.  

• Client-side testing. 46
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First Step

• The tools that we can use are varied and not all necessary. 

• The first step is to choose the browser to use: 

• A good choice is to use Firefox as it offers countless add-ons. 

• The other browsers are not to be excluded. It may be helpful to use 
Internet Explorer for sites with ActiveX components.
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Browser Plugin

• Some (basic) components to install are: 

• Wappalyzer. 

• FoxyProxy. 

• Cookie Manager.
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Burp Suite
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Burp Suite - Live Demo

• Brute force Basic Authentication 

• http://pentesteracademylab.appspot.com/lab/webapp/basicauth 

• (Challenge 3) 

• CA: http://burp/cert  

•
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Burp Scanner
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Owasp Zap
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Owasp Zap - Live Demo
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Mobile methodologies

• We can apply 4 different methodologies: 

• Application mapping: Application mapping pertains to the application's logic and the application's 
business function. Think of application mapping as gathering information about the application to be 
used in the next phase. 

• Client-side attacks: Client-side attacks pertain to data being stored in the application and how that 
data can be manipulated from the client side. 

• Network attacks: Network attacks pertain to network layer concerns such as SSL/TLS or maybe 
XMPP protocol data. 

• Server attacks: Server attacks apply to API vulnerabilities and backend server misconfigurations 
brought to light as a result of API testing. 

• Mobile Application Security Verification Standard (MASVS).
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Apk

• Enjarify is a tool for translating Dalvik bytecode to equivalent Java bytecode. 
This allows Java analysis tools to analyze Android applications. 

• python3 -O -m enjarify.main yourapp.apk 

• https://github.com/google/enjarify
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Communication

• Almost all IoT devices interact with other devices to exchange informations 
and acts. 

• It is extremely essential to know the wireless protocols used by IoT devices 
and the security issues affecting them, in order to effectively test IoT devices.
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Wireshark
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Zig Bee

• ZigBee is one of the common wireless protocols used in IoT devices because 
of its ability to form mesh networks and perform operations with low power 
and resource consumption.  

• What do we need: 

• Hardware: Atmel RzRaven USB Stick flashed with KillerBee firmware  

• Software: KillerBee 

• https://github.com/riverloopsec/killerbee
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BLE

• BLE is designed for devices with resource and power constraints which BLE 
effectively solves by providing short bursts of long range radio connections, 
thus significantly saving battery consumption. 

• What do we need: 

• Hardware: Dongle Bluetooth 

• Software: Blue Hydra or HCI Utils, Ubertooth utils, Gattacker  

•
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Iot devices connected to the Internet

• Does the device you are using really require internet access? 

• Use vpn and avoid, when possible, triangulation systems or external TLS 
tunnels. 

• Border on the devices (vlan). 

• Net division between outside and inside of the network.
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Metrics

• Adopt network metrics. 

• Deep Inspection. 

• Analysis of the network guidelines (cum grano salis). 

• Ntpong is an excellent tool.

64

mailto:talk@augiero.it


© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Security & Policy

• Protect external access to the Iot device with a firewall (L3 / L7). 

• Do not allow access to unnecessary IoT device services. 

• Always keep your device updated.
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Authentication

• Use different credentials for different devices.
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Iot device to avoid

• Avoid products with these characteristics: 

• not support TLS. 

• too little computing power. 

• completely depend on an external cloud. 

• rebranded products. 

• (do not support Ipv6). 

• Avoid products you don't need.
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Utilizzation

• When you can turn off your device.
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IoT

• The world of IoT opens up new challenges regarding the privacy and 
confidentiality of data. 

• Pervasive presence of the IoT ecosystem. 

• New privacy approaches for credentials. 

• New network traffic will be required. 

• Our information will be increasingly distant from us.

70

mailto:talk@augiero.it


© Giuseppe Augiero - 10 aprile 2020 - Ntop - Seminari CyberSecurity - Università di Pisa - talk@augiero.it

Tomorrow

The biggest challenge in IoT security is finding ways to defend 
against tomorrow's attacks today, as many devices and systems are 
expected to work for years or decades in the Future.
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Thanks for the attention!
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Buona Pasqua
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